(i) deternftning whether the intercepted DNS request corresponds to a secure server; 

(ii) when the ^intercepted DNS request does not correspond to a secure server, forwarding 
the DNS request to a DNS function that returns an IP address of a nonsecure 
computer; anc 

(iii) when the intercepted DNS request corresponds to a secure server, automatically 
initiating an enciypted channel between the client and the secure server. 

83. The data processin^eiic^ 82, wherein step (iii) comprises the steps of: 

(a) determining wkitner the client is authorized to access the secure server; and 

(b) when the client is(authorized to access the secure server, sending a request to 
the secure server to\establish an encrypted channel between the secure server 
and the client. 



of: 



84. The data processing device of claim 83, wherein step (iii) further comprises the step 

(c) when the client is not authorized to access the secure server, returning a host 
unknown error message to the client 



85. The data processing device of claim 84, wherein the client comprises a web browser 
into which a user enters a URL resulting in the DNS request. 
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86. A data processing device, comprising memory storing a domain name server (DNS) 
proxy module that intercepts DNS requests sent by a client and, for each intercepted DNS request, 
when the intercepted DNS request corresponds to a secure server, determines whether the client is 
authorized to access the secure server and, if so, automatically initiates an encrypted channel between 
the client and the secure server! 



(i) 



87. A computer readable medium storing a domain name server (DNS) proxy module 
comprised of computer readable ins\ruction^£nat, when executed, cause a data processing device to 
perform the steps of: \ \ > 

intercepting a DNS reqUd^r sent by a client; 

(ii) determining whether theuntej^epted DNS request corresponds to a secure server; 

(iii) when the intercepted DNSVequest does not correspond to a secure server, forwarding 
the DNS request to a DN!§ function that returns an IP address of a nonsecure 
computer; and 

(iv) when the intercepted DNS request corresponds to a secure server, automatically 
initiating an encrypted channel between the client and the secure server. 



88. The computer readable medium of qlaim 87, wherein step (iii) comprises the steps of: 

(a) determining whether the cliemt is authorized to access the secure server; and 

(b) when the client is authorized to access the secure server, sending a request to 
the secure server to establish an picrypted channel between the secure server 
and the client. 
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89. The computeryreadable medium of claim 88, wherein step (iii) further comprises the 

step of: 

(c) when the Client is not authorized to access the secure server, returning a host 
unknown error message to the client. 



90. The computer readabl^ medium of claim 89, wherein the client comprises a web 
browser into which a user enters a URllp^uiting in the DNS request. 

91. A computer readable medium comprising computer readable instructions that, when 
executed, cause a domain name server (DN&) proxy module to intercept DNS requests sent by a 
client and, for each intercepted DNS request, when the intercepted DNS request corresponds to a 
secure server, determines whether the client is authorized to access the secure server and, if so, 

\ 

automatically initiates an encrypted channel between the client and the secure server. 

Remarks 

Applicants have added new claims 82 - 91 to more completely claim the disclosed invention. 
Support for the new claims may be found at least on pages 59-60 and in FIG. 26. 
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